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Purpose of Revision

For smooth operation among CAs Office of the CCA made some modification in the
Interoperability Guideline. The revision is made on the following clauses:

Sl. Clause Modification

Validity of Licensed CA Certificate is made “10
years” instead of “05 years”

. [ LO; Certificate Validity in
Bangladesh PKI (SI. No. 2 & 3)

Validity of Sub-CA Certificate is made “05
years” instead of “03 years”
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B. Introduction

It becomes important to establish a PKI framework for Bangladesh in order to perform a secure
e-business and e-transactions not only inside country but also around the globe. However, as it
is found in other countries that if interoperability issues of digital certificates among different
CAs are not focused in early phase of CA operations in a country, it becomes costly to adopt

revised standard at later phase of operation.

The trust model of the PKl is based on the trust on CA. The CA issues certificate to end entities
(EE). Henceforth, EE of other CA needs that these CAs needs smooth interoperable operation,
and the certificates issued by those CAs have to be trusted by each other. In order to achieve this
interoperable situation, CAs have to agree to accept common specification, harmonize their

certificate profiles to each other. This document provides a recommended profile for this
interoperability.

Based on RFC 5280: Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List (CRL) Profile and Asia PKI Forum Interoperability Guideline, this document is
prepared to reduce interoperability issues among Bangladeshi CAs. It is recomended to all
Licensed CAs to follow the instructions of this guideline.
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C. Document Structure

The document is structured in a way so that CAs or relying parties can easily understand and
create profile for different type of certificates. This document describes the different PKI model
available in the globe, the Bangladesh PKI Model, definition of different certificate fields as per
RFC 5280, specification of different certificates and its fields.
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D. Scope

This guideline is applicable to all licensed CAs including Root CA, Bangladesh. While initiating and
implementing CA operations, CAs are recommended to follow the instructions illustrated in this
guideline for issuing digital certificates and CRLs. This guideline is issued by the Controller of
Certifying Authorities as per the supremacy specified in Section 89 of the ICT Act 2006 (amended
in 2013) to ensure interoperability among licensed CAs. Instructions of this guideline shall be
interpreted along with the existing Act, Rules and Guidelines. In case of any inconsistency with

any existing Rules, Guideline or Notification this guideline shall be interpreted as final unless
otherwise clarified.

m
]
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E. PKI Trust Model

There are various PKI Models available in the globe. Those are:

Hierarchy Model
Cross-Certification Model
Cross-Recognition Model
Bridge Model

Certificate Trust List Model

I

1. Hierarchy Model

In hierarchical PKI model, there’s a trusted root CA which issue certificates only to accredited
CAs. The accredited CAs may issue certificates to subordinate CAs and/or end users and/or other

relying parties.

Accredited CA

1

RA/ End User/

Relying Parties SHPEES

End User/
Relying Parties

End User/
Relying Parties

o

Figure E.1: Hierarchical Model
2. Cross-Certification Model

In Cross-certification, instead of a hierarchy, CAs deal with each other as peers and choose
whether or not to trust each other. In this model CAs issue cross certificates to each other to
trust each others’ end user certificate.
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This model is also known as Mesh model. This model is apt in situation where organizations are
not in hierarchy structure. Path construction in this model is significantly complicated than
hierarchical model. In cross-certification model one CA issues cross certificate to another CA, the

certificate contains a CA signature key used for issuing certificates.

Figure E.2: Cross-Certification Model

3. Cross-Recognition Model

Cross Recognition is a concept considered by Asia Pacific Economic Cooperation (APEC)

Telecommunication Working Group, and is defined as follows:

“An interoperability arrangement in which a relying party in one PKI domain can use authority
information in another PKI domain to authenticate a party in the other PKI domain, and vice-

versa.”

In practice, cross-recognition means that certificates issued in a domain that has been recognised
may be relied upon with some confidence by relying parties in the recognising domain. Cross-
recognition differs from cross-certification in several respects. For example, there is no mutual
(or even unilateral) recognition between CAs. Cross-recognition is based on the belief that
independent CAs would be licensed or audited by a mutually recognised trusted authority known
as trusted coordinating authority.

MM«__
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Coordinating
Authority

End User End User

End User §

Figure E.3: Cross-Recognition Model
4, Bridge Model

The Bridge CA model embodies a central cross-certification authority, whose purpose is to
provide cross-certificates rather than acting as the root of certification paths. Within the Bridge
CA model, a participant is preconfigured with the public key of its local CA to act as a trust anchor;
configured knowledge of the Bridge CA’s own public key is not required.

Interoperablity l
among CA1 & CA2

& e

|
|
]

|
|

~ Cross Certification
Model

Figure E.4: Bridge Model

This model combines aspects of both the root model and the cross-certification model. In this
model the bridge CA is responsible for providing interoperability among CAs. PKI of different
models can be joined together into a single interoperable network using the bridge model.
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5, Certificate Trust List (CTL) Model

The CTL model differs fundamentally from the other models in that the necessary actions to make
remote entities resolvable through trust paths are driven by prospective verifiers rather than
being made on behalf of the entities that are to be resolved. As a result, different verifiers within
a trust list environment, even if they share a common CA, may experience different results when
seeking to validate a particular entity. Relative to cross-certified approaches, use of trust lists

moves management overhead away from intermediary CAs and towards end systems and their
associated administrators.

Unlike the other models, the CTL model can require that endpoints or their delegates be
configured with large sets of public keys, if communication with peers under the jurisdiction of
large numbers of CAs is to be supported. In the web environment, where huge numbers of
browsers are preloaded with a small number of trusted root keys, the operational franchises of

root key holders have become commercially valuable assets. The list itself is electronically signed
to ensure its integrity.

~ Publishing Authority

Certificate
Trust List

e CA1
e CA2
e CA3

CA1
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